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1
Decision/action requested

SA3 is kindly requested to approve the new key issue to TR 33.875, the TR for eSBA security.
2
References

[1]
3GPP TS 29.500 SON Technical Realization of Service Based Architecture;
[2]
3GPP TS 33.501 Security architecture and procedures for 5G system

[3]
3GPP TR 33.875 Study on enhanced security aspects of the 5G Service Based Architecture (SBA)

3
Rationale

CT has introduced HTTP redirection feature in TS 29.500 [1]. Current service authorization mechanism defined in TS 33.501 [2] may fail to work in HTTP redirection. This contribution proposes to capture the issue in TR 33.875 [3]. 
4
Detailed proposal

SA3 is kindly requested to approve the following new key issue to TR 33.875. 
******************** Start of Change 1********************************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G System".

[3]
3GPP TS 23.501: "System architecture for the 5G System (5GS); Stage 2".

[4]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[X]
3GPP TS 29.500: "Technical Realization of Service Based Architecture".
******************** End of Change 1********************************

******************** Start of Change 2********************************

5.X
Key issue #X: Service authorization in HTTP redirection
5.X.1
Key issue details

HTTP redirection feature is introduced in TS 29.500 [X]. 
After receiving a service request from an NF service consumer, an NF service producer, e.g. in an overload situation or about to enter overlad situation, may replies to the NF service consumer with the instance ID of the target NF service producer and status code “307 Temporary Redirect”. The 307 status code is intended to inform the NF service consumer about the availability of other endpoints where the service offered by the NF Service Producer is available, so the NF service consumer does not need to discard traffic locally. The NF service consumer, upon receiving the 307 status code and the instance ID of the target NF service producer, will send re-send the service request to the target NF service producer instance. 
Support of Indirect Communication
When an NF service producer receives a service request via SCP, it may, due to (potential) overload, decides to redirect the request to a different target NF service instance, and it will reply to the NF service consumer with the status code (“307 Temporary Redirect” or “308 Permanent Redirect”) and the instance ID of the target NF service producer. The NF service consumer then will send the HTTP request towards the new target NF service producer instance using the same or different SCP. Based on local policie, the SCP may send the HTTP request towards the new target NF service instance instead of forwarding the 307 or 308 status code to the NF service consumer. 
5.X.2
Security threats

According to 33.501 [2], before service invocation the NF service consumer may obtain an access token from NRF for a specific NF service producer instance. During service access with HTTP redirect, the access token is re-redirected to the target service NF producer instance. Since the access token is not intended for the target service NF producer instance, the verification of the access token at the target NF service producer will fail and the NF service consumer will be denied of service.
For the Mode D, it is SCP that obtains the access token. The same issue of service denial applies. 
5.X.3
Potential security requirements

The 5GS shall enable authorized service access in HTTP redirection. 
******************* End of Change 2**********************************

